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Préambule

Voici quelques informations utiles réunies ici initialement pour un usage personnel en
espérant qu’elles puissent aider d’autres utilisateurs de micro-informatique.

Ces informations sont présentées sans démarche pédagogique ; si un niveau de détail était
nécessaire sur un sujet particulier, ne pas hésiter 2 me demander.

Ce document

Il fait partie de ’ensemble documentaire Micro-ordinateurs, informations, idées, trucs et
astuces qui couvre ces sujets :

1. La micro-informatique, en 2 tomes

2. L’Internet, en 2 tomes

La micro La micro
informatique informatique
Initiation Avancé
8
L'Internet L'Internet
Utiliser Construire

3. Des Trucs HTML et Javascript
4. Des notices d’utilisation de divers logiciels]

Tout commentaire a propos de ce document pourrait etre adressé a :
pcinfosmicro @francois.chausson.name

Ce document est régulierement mis a jour sur : http://fcfamille.free.fr/>

Ce document est protégé par un Copyright; sa propriété n'est pas transmissible et son
utilisation autre que la lecture simple doit étre précédée d'un accord explicite de son auteur.

! ZoneAlarm, AVG, ...
2 Site & acces contrdlé
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Secunia

Il scanne votre PC et vous signale les logiciels qui devraient étre mis a jour. Et il vous donne méme un
lien direct pour télécharger les mises a jour !
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Installation

Site de référence
http://secunia.com/

7

‘Windows Internet Explorer

x|
[ 4ol x [ [iive search £l
| canen \WebPrint » | (Dimprimer (ydperu | Options = Rectoverso | =] Afficherlaliste dimpressions
| Godgle (G- securis =] Emveper ) B + | €2 Mesfavorise S 60bloquéets) | %% Dithographe + | Envoperav - [0 securia O Pamitiesy
5 € = Vudnerabity andVius Infomalion-Securia | | [ #0<B) -- rpe - ouis- @ K H
— Retwork Security Scanner Torion™ Unmsiall Tool Software
Z5 Scan for Open Ports and Nemerk Complately Ramove Norton Products  Protect IT Netorl v Antivirus Bundied
Sec u n l a Vulnerabilities. Fres Dovnload. 100% Safe - Free Download! Softvare. Free 30 Day Trial
Stay Secure
asey Google
fime (oot He ol BSS  BloaNewenty  Advertise |Eearch
[Software Inspectors| [Secunia Highlights [About] |
Scan nline ClamAV Multiple Vulnerabilities DivX Player Subtitle Parsing Buffer Overflow
Personal (pSL

Network (NSI 1.0'

Vuinerability
@ iy BETT -
Network (NSI 2.0 S

Public Beta - Some vulnerabilties have been reported in ClamAv, which can
be exploited by malicious people to cause a DoS (Dénial of securfrog has discovered a vulnerability in DivX Player, which
T rvice) or to compromise 3 vulnerable system. can potentially be exploited by malicious people to compromise

5 user's system.
Security

Brofessionals
Security Vendors Oracle Products Multiple.

NEW Free Public Beta Test of Secunia NST 2
g Secunia is very proud to announce the Free Public Bets test of
the 2nd generation Secunia NSI. Learn more and try it out

Free Solutions For | =FAs

Qoen Communites | e vnerobiies have be red f oracl
ultiple vulnerabiliies have been reported for various Oracle

Journalists &Medi2 | products. Some vulnerabilties have Unknown impacts while

Gthers can be exploited by malicious users to bypass certain

avs left of beta period

[Secunia Advisories

security restrictions, conduct SQL injection attacks, cause a Join the Beta test:
Do (Denial of Service), or potentially compromise a NSISetup.exe 479 K8

carch
vlnerable system.
Historic Advisories "

Listed By Product

Usted By vendor | [LatestSecunia Advisories [About] | [Fost Poputar (Aboul
Statistics / Graphs
i fescarth Today - 1 advisory released 1. O Oracle Products Muliple Vulnerabilities
STaunis, eeaare O CA Products DSM qui_cm ctrls ActiveX Control Code 2. O DivX Plaver Subtitle Parsing Buffer Overflow
Report Vulnerability B o oA
£bout Advisories 3. @ Clamav Multiple Vulnerabilties
o visories released, d"SF"BYé"'g d 4. O VMware ESX Server Multiple Security Updates
T B Cocti YA e I Sales [Emny fle Hiniing 5. O Ruby WEBrick Information Disclosure
Chronalogical List c‘:gr:‘nwgssgmgr RIS ] 6. [ IBM DB2 db2dasrrm File Creation and Privilege

Escalation Vulnerabilfies

O DotClear. ho" File Upload Vulnerability

&. [ BigAnt Messenger AntServer Module HTTP Request
Buffer Overflow

0 Oradle Products Multiple
About Virus O DotClear "
Information

ho" File Upload Vulnerabilit

O Ruby WEBrick Information Disdlosure

O \Mware ESX Server Multiple Security Updates

0 181 D82 db2dasrrm File Creation and Privilege Escalation
Custoimiar Ares Vulnerabilies

O Divx Plaver Subitle Parsing Buffer Overflow Vulnerabilit
O Red Hat update for redhat-ds-admin

Foem s I Cecilia *Jtmp/csvers” Insecure Temporary File Handling

5.
10. O Red Hat update for

asoty Google

Trojan Remover
Download [atest virus. ion [2bout] | [Secunia News / Press Releases (Abou] ]

See all aduisorie:

"
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Chargement
Chercher par Google :

PSISetup.exe

Déemarche

Suivre les panneaux de la procédure.
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Utilisation

Exécution initiale

Résultat

Secunia PSI [RC1)

) )

[ overview | insecure End-of-Life patchad Scan Settings Profile | Fesdback | Metwork |

During the scan, the Secunia PSI will detect programs installed on your computer and determine
whether any of them are missing any security related updates (Insecure), or whether the

wvendor has stopped supporting the product (End-of-Life). Start Scan Stop Scan

[ Scan Progress: Step 3 of 8

[ Scan Progress: Step-by-Step "Starl Status ‘

& Scan started Scan has been running for 14 seconds

ﬁ Downloading search rules from Secunia (https)

N X . Last & Next Full System Scan
4 Searching files on local fixed drives

S . " The last full system scan was conducted on:
. Collecting information from files /A

Collecting informatien about operating system .
bl i S K P _g = The next scheduled full system scan is on:
. Determining missing Microsoft Security Patches N/A

" Matching data with Secunia File Signatures engine
& Scan completed "Error log

No errors detected.

Secunia P51 [RC1)

£ AN
9
| overview | Insecure End-of-Life patchad Scan Sattings Erofile Feadback Network

Insecure Programs

This page displays programs that the Secunia PSI has detected on your computer for which there are known security
updates available. We recommend, that you update or uninstall all programs listed here. Click any entry on this page to
view further details.

Insecure Programs [7] Version Detected [?] Security State [?] Direct [?]
T 7-Zip 4.x 4.42.0.0 ) Insecure 3]
] 7-Zip 4.x. 4.42.0.0 &) Insecure [
T 7-Zip 4.x 4.42.0.0 & Insecure [
T 7-Zip 4.x 4.42.0.0 ) Insecure Q&
T Adobe Flash Player 8.x (ActiveX Control) 9.0.115.0 & Insecure o &
¢l Adobe Reader 7.x 7.0.0.0 &) Insecure [+
Ve Kaspersky Anti-Virus 7.x 7.0.0.123 & Insecure [T
@ Mozillz Firefox 2.0.x 2.0.0.8 & Insecure 9 &
€9 Mozills Thunderbird 1.5.x 1.5.0.8 ) Insecure 3]
7] Sun Java JRE 1.5.x / S.x 1.5.0.0 &) Insecure [
T Sun Java JRE 1.5.% / 5.x 5.0.60.5 & Insecure [
[£] 5un Java IRE 1.6.x / 6.x 6.0.30.5 ) Insecure Q&
|£] Sun Java JRE 1.6.x / 6.x 6.0.30.5 & Insecure o &
% Trillian Basic 3.x 3.1.0.1100 &) Insecure [+
A VLC media player 0.x 0.8.6e & Insecure [T
B winrAR 3.x 3.51.0.0 & Insecure 9 &
CD WinZip 9.x 9.0 (6028) ) Insecure 3]
NOTE:

Show only Easy-ta-Patch programs is enabled. 18 programs not shown. [7]
1f you are technically skilled, we strongly recommend that you disable this featurs!

Help us improve our service to you:
Program missing? Suggest it here!
Send us vour feedback, goed as well as bad!
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Réparation

Clic sur un signe + :

=

| overview | Insecure | End-ofLife Patched Scan Settings Profile Feadback Netvork

Insecure Programs

This page displays programs that the Secunia PSI has detected on your computer for which there are known security
updates available. We recommend, that you update or uninstall all programs listed here. Click any entry on this page to
view further details.

Insecure Programs [?] Version Detected [?] Security State [?] Direct [7]
] 7-zipax 4.42.0.0 & Insecure
—7-Zip 4.

This installation of 7-Zip 4.x is insecure and potentially exposes your system to security threatst

Secunia strongly recommends that you update this program by installing the update that is provided by the
vendor of this program.

— Fix It!
1) Click the "Download Solution” button below.
2) Select, accept, and run the proposed update.
3) Follow the guidelines as provided by the vendor, after pressing run.

Congratulations! If everything went as planned this program should now be patched and removed from this page
within minutes.

Alternatively, if vou are not using this program, you might consider uninstalling it from your computer.

[ Teolbox
Q @ ® G @ D

Download Solution Re-Scan Cnline Technical QOpen Ignore Add/Remove

Solution Wizard Program references details Folder Program Programs
T 7-zip 4x 4.42.0.0 & Insecure o &
T 7-Zip 4.x 4.42.0.0 &) Insecure [
] 7-Zip 4.x 4.42.0.0 & Insecure [T
] Adobe Flash Player 9.x (ActiveX Control) 9.0.115.0 & Insecure 3
¢l Adobe Reader 7.x 7.0.0.0 ) Insecure 3]
Ve Kaspersky Anti-Virus 7.x 7.0.0.123 & Insecure [+
& mozilla Firefox 2.0.x 2.0.0.8 & Insecure [
€9 Mozilla Thunderhird 1.5.x 1.5.0.8 ) Insecure Q&

Alternative

Désinstaller le logiciel s’il n’est plus nécessaire.
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Bibliographie « Utiliser ... »

Ces différents documents constituent 1’ensemble documentaire Utiliser ....

Utiliser Access
Utiliser AdAware
Utiliser AVG
Utiliser DreamWeaver
Utiliser Eudora
Utiliser Excel
Utiliser FTP
Utiliser Ghost
Utiliser Internet Explorer
. Utiliser InVisionPB
. Utiliser lomega
. Utiliser Kaspersky
. Utiliser KeePass
. Utiliser le messagerie Free
. Utiliser le musique
. Utiliser MSN Messenger
. Utiliser la PMAD
. Utiliser Nero
. Utiliser Outlook Express
. Utiliser PhotoShop Album
. Utiliser RevoverMyFiles
. Utiliser Spybot
. Utiliser VmWare
. Utiliser Web Album
. Utiliser WebCam en HTML
. Utiliser WebCamPFirst
. Utiliser Word
. Utiliser XXCOPY Pro
. Utiliser Zip
. Zone Alarm
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31. Utiliser la Freebox

32. Utiliser un Blog

33. Utiliser un Chat

34. Utiliser un site Web

35. Utiliser la radio Web

36. Utiliser la video

37. Utiliser le cinema Web

38. Utiliser le Forum Invision

39. Utiliser le Forum PhPBB

40. Utiliser le Forum PhPmyForum
41. Utiliser le Forum PunBB
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Francois CHAUSSON
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